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From: http://www.vyatta.com/solutions/virtual/optimizedvirtualmachines

Vyatta delivers the only multi-layer virtual network security solution that maintains compliance and enables instant migration of
complex, layered firewall architectures from the physical network into any virtual data center, without compromises.

Secure Virtual Data Center Multitenant / Bepartmental lsolation Complex N-Tier Security
. ™ TenamtA FEATURE HIGHLIGHTS
E "'lnl'_f:';ufﬁcnrurlnfrusuumm i E @ VM : fyatta ork
R — | P { _____ ] Stateful Firewall
i Y VM i i
; @ ‘_‘J [_r] @ E‘g 4; ! |WI'| VM Site-toSite VPN
' NIy
} m Remote Acces? VBN :
i Network Intrusion Prevention

Open Management API

Viware, Xen, XenServer
Redhat KVM Ready

REST Based Open API
Auto Provisioning

CLI, GUI and API
Management
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=% 7€ Bl

Web Server® > [FH

Static NATER 7€ :

set service nat rule 10
destination address <external-address:eth0>
destination port <http-port:80>
inbound-interface <external-if:eth0>
inside-address address <web-server:eth1>
protocol tcp
type destination

Web

Mail

......... / ethl

Sta?d{ eth3 DM?Z
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NEBVPSINS DIV ERT VR - Web / T Dt

type masquerade

Windows
- VPS
Web Proxy %€ : )
\| ethl
. . : N Internal Network
set service webproxy listen-address <internal-addr:eth2> \
‘\
\
\
\ \| eth2
5 1 )
I 1 \
| . : TCP \
| Source NAT (masquerade) F% 7€ : . 3128 \
I I \
: . : ...... Web ............. L W
| set service nat rule 20 : . proxy | SourTce :
. . : i NA :
I outband-interface <external-interface:eth0> i . (nt>Ext) | =
: I eth0\
| |
| |
J

\
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VPN(PPTP) ICkBT7HU1X

Windows
VPS
______________________________________________ |
|
: f ethl |nternal
A —
VPN(PPTP) X € : ) K Network
: /
| I
set vpn pptp remote-access ] : eth2
. I H H
outside-address <external-addr:eth0> : i
client-ip-pool start <local-pool-start> E 1 o
client-ip-pool stop <local-pool-stop> | - \pee)
dns-servers <dns-name> <dns-ip> ) : \-\
authentication mode local i X =
q o e
authentication local-users username ) \
|
<username> password <password> ! \
|
|
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set service nat rule 10
destination address 10.81.14.201 Windows
destination port 80 VPS

inbound-interface ethO 4 .‘zz 16.14.100
inside-address address 172.16.20.100 'l [

protocol tcp
type destination /

\
\
| |
\
\

\
\
eth2: 172.16.14.201 172.16.20.100

& Web

i I

I I £ _

| outband-interface eth0 i VPN | ‘} Vyatta
: RN [ QoS . AN S

1 |

set service webproxy listen-address 172.16.14.201

type masquerade

: Dol ; eth3:
e e ———— ¥ i Proxy |
set vpn pptp remote-access 5 i (.nt->EZt) {1 NAT AT  1172.16.20.201

outside-address 10.81.14.201 YN e
client-ip-pool start 10.81.100.11 ‘\ et'go' 1011'14'201
\
‘IF (‘HEENIC)

I
I

I

I

I

| client-ip-pool stop 10.81.100.20
| dns-servers dns01 8.8.8.8

| authentication mode local
!
I
L

authentication local-users username user password pas

- — (e -
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Software Design plus

A—TV—RA-VIrD7IL—5

V attélra E VyattaD ¥R ERTE

1

2

38
;ﬁ:b—ﬂﬂnxbﬁwat AE TERRYNT—ITHESI-ODHEEE
I, A, ER, m*;f\ B5E RYNT—IA3—TI( R
' 6
7
8
9

- 56E RBHEOL—T12Y)

E78E RyhI—0tF ) T84
£8E VPN (Virtual Private Network) f%gE
FI9E VyattalZ&SE A AMEDEIR
F10E QoSHERAE

20116 A 16 B F5%

WTRRIRER, IR RE A, J R IEF, KRARE—
(AAwattal—H—=) E

BSZEFZ #7288 R—

% {ifi3,360M (A& {%3,200M)

ISBN 978-4-7741-4711-6

http://gihyo.jp/book/2011/978-4-7741-4711-6
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Vyatta Core 0 Hardware &Rk

Model HP DL160 G6 (~15/AH)

Traffic Generator

Geo |RIAIXNZ2X . . CPU Xeon E5620 2.40GHz (Quad Core)
Memory DDR3 SDRAM 1333MHz 6GB
e 74> 7"—FK :Broadcom BCM5715
B0 : Intel 82576EB Dual Port
4 ) 53457 KL R (IPva)

Ge0->Gel: 11.0.0.0~11.0.0.255
Gel->Ge0: 12.0.0.0~12.0.0.255
SEF T KL X (IPv6)

< 4 Ge0->Gel: 2400::~2400::ff
Gel—>Ge0: 2400:1::~2400:1::ff
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-ZA>7R"R—F :Broadcom BCM5715 -
«@=Mbps ==kpps

2000 {1 ] 800
1800 . 700
1600
- 600
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600 *s_
il Y - 200
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e 4> 7KR—K Broadcom BCM571 MSNICEZEEH

e Intel : PRO/1000 PT Dual Port Server Adapter
— BUEE - EXPI9402PT (Intel 82571GB Gigabit Controller)
— {fi4%& : ~ 18,000

e |Intel (MQ) : Gigabit ET Dual-Port Server Adapter
— BUFE - E1G42ET (Intel 82576 Gigabit Controller)
— {f4& : ~22,000H
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Mbps == Intel -4 -<Broadcom
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Features and benefits
Intel® 82576 Gigabit s Industry-leading, energy-efficient design for
Ethernet Controller next-generation Gigabit performance and multi-core
pProcCessors
Low-profile * Enables higher bandwidth and throughput from standard

and low-profile PCI Express* slots and servers

iSCSI remote boot support * Provides centralized storage area network (SAN)
management at a lower cost than competing ISCSI
zolutions

* Increases performance on multi-processor systems by
efficiently balancing network loads across CPU cores when

[ |
I
Load balancing on multiple :
I
: used with Receive-Side Scaling from Microsoft or Scalable
I
l

CPUs

I/O on Linux®
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e Hypervisor (VMM) based device emulation

e User space device emulation

— I/OZE{R 181k

* New Software Interface
—1/0 TN REY HT(VT-d)
—1/0 T/INA RE|Y KT+ HFH (SR-I0V)
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TFTINAR-IZaL—> 3>

T /\A A% Hypervisor (VMM) WMIZal—i 3>
F—nN—~yk=X

User-space device

Guest OS (VM) Guest OS (VM) . Guest OS (VM) Guest OS (VM)
emulation
Guest ................... Guest ................ Emulated Guest Guest ..........
... driver  t i driver ... device : i driver i i driver
Emulated device '
1 I
Physical driver Hypervisor (VMM) Physical driver Hypervisor (VMM)
...... |; hys|ca|dev|ce Hardware Platform Phys|ca|dev|ce Hardware Platform
*Parallels Server Bare Metal - KVM + Qemu

= VMware ESXi
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Guest/VMMMAVGEMEL TEME(ERADRSA/\)
F—I/\—AYyR =/

Guest OS (VM) Guest 0S (VM)

KVM :Virtio-net ..............................................................
Vmware :vmxnet3 . FrontEnd . FrontEnd
- driver . driver
Xen:netfront S R T
Back End driver
:'.:'.:'.:'.:'.:'.::'.:I'.:'.:'.:'.:'.:'.:'.::'.:'.:'.:'.:'.::'.:'.:'.:'.:l:'.:'.:'.:'.z
Emulated device
e R
. Physical driver Hypervisor
s ssasasans ‘ .................. : (VMM)
Physical device Hardware
R | .................. : Platform
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e Stephen Hemminger
—Vyatta Inc. 7Y NIV =7 (KE)
— Linux Kernel Contributor (network)

— “netem” network emulator
— bridging, iproute maintaner

e @Linuxcon Japan
—20114%F6AH2H
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Hyper-V VMware KVM
Stephen Hemminger @ Linuxcon Japan 2011/06/02
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/0 T /N RENY HBT(VT-d)

MIET /AL A (NIC) Z VMIZEIY H T
N N EDMAELR %
A—I/\—~ Rk =&/

Guest OS (VM) Guest OS (VM)

1THR—RCR) [TTVMDH | gwal

(3) 1 PCle Function | PMA Remapping Hardware (V<)
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VT-d : AEYTZRL X (FHh) £

Guest OS IR AE)
(VM) VMEAE)

]
-
—
—————
-
—
&
‘- ‘

Buffer | [ )
100 “ 1‘@ IR AE)EHH1100 ~aE—
IEYFRLRAE#RT—TIL
ATEEREET (L) vM1 Ei#h100 > EH#11100
.................................................................................................. vmM2 Fihi100 > Fith2100
DMA Remapping | @ Look Up | -
_ Hardware (VT-d) VMn Zith100 > 13100
D VMi1EHhi00~NaE—

NIC
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VT-d: tl:% I::*%hjz

CPU

cPU e North BridgelZZR#EEh TL\S
SMotherboardiEIR[ZFE
e CPUNICO X HIhE
System Bus

North Bridge

DMA Remapping
Hardware (VT-d)

_lllv¥_

PCle Device (NIC)

Il Parallels

“ (hfeR:xy)

South Bridge m PCl, Legacy

devices
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/0 T/INA RENY KT+ HF (SR-I0V)

IR INA A (NIC)Z VMIZEIYETHHEF

j_ / \ /\“J I\ — *@ IJ\ Guest OS Guest OS
(VM) (VM)
” o ) - ......... u F ......... VF
EHVMTR— A ATRE _ driver  driver
| |
~ | :
VMMV [F VF=NIC(Port) — |
IZRZ%5 driver | .
________ | 81 Hypenisor(vmm)
DMA Remapping Hardware (VT-d)

----------------------------

............... ‘..................................... Hardware Platform

* PF = Physical Function
* VF = Virtual Function (PCle subset)

Japan Vyatta
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SR-10V

.o SR-I0V Y :NICHS /7y MEY 573 [
- ﬂ " ‘ *» L /
SR IOV n\\L/VMMb l\b-JF*EJJ}(-’- VMM'il\OZ.X}b_
VM VM VM VM VM VM

TRxl D Tx0 o CRxl i Tx0
“Rx0 L Txd MAC7 L X -VLANZ “Rx0 G Txl
tRxN : : Tx1 : —_— ) —d= P RxN : : Tx1 °
i Rx0 ;i TxN_: E's*&”ﬁ”’ : Rx0 : | TxN_:
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SERBIE. T/ REIY BT, SRIOVIERELLER

[ E{E (Tx) ]

20

iperf: Transmiting Performance SR-10V Dual-Port
; IOGbE NIC

18

- 100%

- 20%

+ 60%

Bandwidth (Gh/s)
[
2

- 0%

ST

HVM + PV driver PV Guesl HVM+VT-d o 30VMs+SR-IOV ¢

N perf  eslllsmcpu

iperf: Receiving Performance

10 - 100%
= 8 - 80%
5

= B - 60%
=]

g, - 40%
=

= !

& 24 L 20%

0 = —L 0%

H B8 - http://www.xen.org/files/xensummit_intel09/xensummit2009 |0VirtPerf.pdf

HVIM + PV driver PV Guast HVIM +VT-c
EE perf  wmillewcpus

10 Virtualization Performance, HUANG Zhiteng (zhiteng.huang@intel.com)

Il Parallels

VT-d (X F )LFa—

HVM = Xen Hardware Virtual Machine
PV = Para Virtualization (Z{&#81t )
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Intel CPU VT-x, VT-d Y7 R—FFESR %

http://ark.intel.com/

Communities  Find Content

to Search Products Q L il 2

Product Specs b Compare Queue [0} Zend Feedback

Desktop Products
blaalclO0 LLOCESSOLS jump To..

Z2nd Generation Imtel® Care™ i7 Processars Intel® Celeron® Desktop Frocessor

rOCessors
} . e " & ™ *
. 2l Generarggmer Core” 15 Processors 2nd Generation Intel® Core™ i7 Processors (Desktop) seea
3 2nd Generayhn Imtel® Care™ i3 Processors
Frevious (gneration Intel™ Core™ i7 Extreme Processor
Specifyoriteriat
Planow speC, SIeppig, ardering, and sodket details

o Cpm_p!.a.n.a Product Name Statis Max TOP Rﬁjmmmendad Graj
1 ) C I Launched N S5 329400 i
1z wnrhad hin ac T 317 I'iTE
T T S ol Graphit

Launched Vec 95 4 320400
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Intel CPU VT-x, VT-d Y7 R—FFESR %

VT-x VT-d

Advanced Technologies

Intel® Turbo Boost Technolygy 20
Intel® vPro Technology fes o I '
Intel® Hyper-Thieading Tecnology Pl ves CI |Ck e
Inktek® Virludlizalun T-:LI||||_|I_ (2] Yes
Intek® Virtualzaton Technolgy for Diracted YO (VT-d) ¥ Yes
Intel® Trusted Execution Technobagy ¥ Ve
AES New Instructions P Yas
Inteld 64 Pl ves
Idle States Yes
Enhanced Intel SpeedStep® Technology 7] Yes
Thermal MoniLoring Tehnulogivs Yes
Intek® Fast Memany Access Yes
Intel® Flex Memory Access Yes
Execute Disable Bit fes

|| Parallels Japan Vyatta ga
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Intel CPU VT-x, VT-d Y7 R—FFESR %

http://ark.intel.com/search/advanced/?s=t&\VTX=true&VTD=true

Advanced Search
Filters Appliec:

export B

Intel@ Virlualization Technology (VT-x} | true

115 Matching Products

Intel® Virtualization Technology for Directed 1D (VT-d) | true

MOJIFY FILTERS

Compare

Select: 41l | More Product hame

Dawe

Irtel Cora™ i7-2640M

. Proceszor ar
Famiy {4M Cache, 280 GHz)
seec. 5] Intel* Core™ i7-27600M

Processor o411

Processor Number (5 Coche, 240 Gl 1z}

Intel® Core™ i7-20600M
Processor 0411

Code Name

£

Intel” Core™ i7-2960XH

Intel® Virtualization Technology (WT-x) Options Available

Intel® Virtualization Technology for Directed 1/0 (WT-d)

Il Parallels

Launch

e \a Wl SN I e g mme TOR e Someme] oo
i7-2610M 4 28GH:z 35CHz 4 ME 5 Gl 24t MNc. 35 W 5346.00 Yes Yez
i7-27600M 24GHz 35GHz 6ME SGlfs bt No 45 W 5378.00 Yes Yes
i7-28600M 25GHz 36GCHz 8ME 5Glfs o4-tit No 43 W SSEB.00 Yes Yes
] Launch Processar
Product Mame Data Number
=111 YT =% ".-'T-Ij
Intel® Core™ iF-26<0M
Processor =1 i7-2640M
(a4 Cache, 280 GHz)
: i Yes Yes
Intel® Core™ i7-27600M
Processor 011 if-27600M
(G Cache, 240 GHz)
i i Yes Yes
Intel” Core™ i7-2BB00M it =
Prooessor =111 iF-2Ba00M
(B Cache, 2.50 GHz)
Intel’ Core™ i7-2960M Yes Yes

Japan Vyatta
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SR-IOVHY7R—F9 % Intel NIC— &

http://www.intel.com/support/network/adapter/pro100/sb/CS-031492.htm

Intel® Server Adapters
FAQs: Using SR-I0V with Intel® Ethernet Server Adapters

Which Intel® Ethernet Adapters support SR-IOV?

Intel® Ethernet Server Adapter X520-DA2
Intel® Ethernet Server Adapter X520-5R1
Intel® Ethernet Server Adapter X520-5R2
Intel@® Ethernet Server Adapter X520-LR1
Intel® Ethernet Server Adapter X520-T2
Intel® Gigabit ET Dual Port Server Adapter
Intel® Gigabit EF Dual Port Server Adapter
Intel® Gigabit ET2 Quad Port Server Adapter

Which hypervisors support SR-IOV on Intel® Ethernet Adapters?
®en Hypervisor™
WM™ (Kernel Based Virtual Machine)

Which operating systems and distributions include virtual function driver
support for quests?
Virtual Function (VF) drivers for gquest opearating systems are available for:

Windows Server 2008 R2*

Windows Server 2008*, 32-bit and 64-bit
Linux® 2.6.30 kernel or later

Red Hat Enterprise Linux™® 5.4

Red Hat Enterprise Linux 5.5

SUSE Linux Enterprise Server™ 11 5P1

|| Parallels Japan Vyatta ga
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Intel NIC VT-d, SR-IOV Y7 h— &R A%

http://www.intel.com/products/ethernet/resource.htm

ControllerDEFE NS T —FL — R OSEE RN AFA[EE

| Select Category . Select Product . Select Resource Type
SCER0ER/BZEB0O0E - i
10 Gizabit Ethernet [o5EEY E
10/100 = _
izabit Ethernet - R OOER S ES Desigh checklist
il Dezigh guide T
E Tool Tips:
Keyword Search
A 26 -
Produwct Resource Link Resource Type
82599FEBfES : 10 Gigabit Ethernet : Intel® 22399 SR-1CV Driver Companion Guide, 1.0 Application note
S8Z509EB/ES 10 Gigabit Ethernet PCI-SIG SR-T0OVW Primer: An Introduction To SR-IOV Technology, 2.5 s Application note
82500EB/ES 10 Gigabit Ethernat Intel® 22399 10 GbBE Controller Datasheet, 2.71 Datashest
Assigning Interrupts to Processar Coras .Applicati-:-n noke
Eﬁ.'.r-:iding Mew Design Errors When Wsing Intel® Ethernet Contrellers Application note
~Manageability — Intel® E-ldel:rand Technology .Applicatinn note
PCI Express* whitepaper Eﬁ.pplicaticn note
Boot Agents for BIOS Enginears  Application note
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Mother Board VT-d, SR-I0V Y Rh—FFEERE /5%

* VT-d $7R—h9% Chip Set iR

— http://wiki.xensource.com/xenwiki/VTdHowTo

e Mother Board &% &ELINHYZ 2.
— BIOSHIXT I L THRLNES A !

— A— A BEE/N—YDNTBRESIFELID
L\tﬁA:E)OOO
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LT, @BV =bAALETOIT !
AT TEILV =&, EBETI=&L !
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FEIFC 1T =55 - vyatta-users@vyatta-users.jp
http://www.vyatta-users.jp/
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